Connected Medical
Devices

Bringing Home Health Care into the 21+t
Century



Presenter
Presentation Notes
Hi – welcome to the TCF talk on “Connected Medical Devices”. While there are many pieces of office-, lab-, and hospital-based medical equipment thata re dependent upon computers, we’re going to concentrate on the health-and-wellness devices you may have in your own home, and how they can team up with your computer, smartphone, and/or the Internet to maintain or improve your health.

In the process, we will examine some of these medical devices, look at how they manage data, and discuss both wish lists and obstacles to the adoption and further development of these devices in today’s healthcare environment.


What We Will Discuss

» Measurement and logging in home-based
nealthcare

» Home-based medical devices

» Keeping track of the measurements

» Making sense of the numbers

» Connecting with healthcare providers
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Presentation Notes
Our doctors and healthcare providers often ask us to keep track of certain information: our weight, our blood pressure, our blood glucose levels, or our responses to medication. When we do this on a regular basis, the amount of data we have to input can be overwhelming. New medical devices connect directly to our computers to download and analyze our medical data, either locally or on the Internet. Similar devices are used for healthcare providers to monitor the health of homebound patients and provide a more humanistic method of healthcare delivery.�
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Presentation Notes
Measurement gives us the ability to assess our health over time, to make sense of our symptoms and feelings, and to let us know when it is (or isn’t) time to see a doctor about something.

Following are examples of reasons for, and health conditions that require, this sort of tracking.


Why Measure?

Keeping track of health goals such as:

» Weight loss

» Exercise and physical training

» Quitting smoking

Management of specific chronic medical
conditions, including:

» Cardiovascular

» Diabetes

» Respiratory

» Cancer / pain management
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Presentation Notes
Weight management:  weight, diet, exercise
Exercise goals: how far you walk, run, or bicycle; training for a race or event, etc.
Smoking cessation:  cravings, amount smoked, levels of anti-smoking drugs

Cardiovascular: high or low blood pressure, arrhythmias. 
Cancer:  dosing of drugs, logging of symptoms
Pain management:  level of pain, correlating to diet, exercise, stress, drugs
Respiratory:  sleep apnea, emphysema, home-oxygen use, CPAP, BiPAP
Diabetes:  blood glucose levels, insulin dosage, diet, exercise


Reasons for Home-Based Care

» Condition does not require hospitalization
» Chronic conditions

» Manageable by patient

» Manageable by family-member (caregiver)
» Reportable
» Cost

» Patient mental health
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Sometimes people wonder why we need to measure ourselves at home – that if we need that much observation, why aren’t we in a hospital or nursing home? This is a list of why. 
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Presentation Notes
Most devices designed for one-time use will not have data connectivity, unless they produce large numbers of measurements which must be analyzed, often by a clinician.


Measuring and Monitoring Devices

» Scales

» Blood Pressure Monitors

» Glucometers

» CPAP and BiPAP

» Pulse oximeters

» Peak flow meters

» Holter monitors

» Portable EKGs

» Pedometers and Heart-Rate Monitors
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These are a few of the medical devices you may find in your own home, or being worn or carried by someone you may run into on the street.

Scales, blood pressure cuffs, and to some degree glucometers and positive-airway-pressure machines (such as CPAP and BiPAP), have become common in many homes, as we learn to care for chronic medical conditions.  Many of these, as well as occasional-use diagnostic devices, are available for diagnosis and medical care in an outpatient (home) environment. 


Medication and Health-
Management Devices

» Insulin pumps

» Cardiac pacemakers and
defibrillators

» Qutpatient/portable intravenous
medications

» Other injected, infused, or perfused
medications
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Presentation Notes
Unlike the devices on the previous page, which simply measured health information, this group of devices is designed to deliver medication or medical assistance.

Self-monitored medication, such as insulin, certain advanced pain medications, and intravenous medications, need frequent metering to adjust the dosage, as well as logging to measure their effectiveness. Other devices, such as implanted cardiac defibrillators  and pacemakers, are programmed wirelessly by one’s healthcare provider.





Who’s Keeping Track?

» Patients

» Family members

» Healthcare professionals
» Health insurance
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Why are we keeping these logs? In part, for ourselves – for example, if we’re trying to lose weight or keep ourselves healthy – in part, for our doctors, so they can analyze the effectiveness of treatment, and in part because the insurance companies need the information to prove to prove to the government that the way your medical team is handling your health is working and is cost-effective.


Where Are We Keeping Track?

» Paper or computer-based logs
(manual)

» Device memory

» Computer and smartphone
applications

» The Internet
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The simplest logs are paper:  either a sheet of paper with columns for date, time, and reading or a purpose-designed log book such as the one I’m passing around. These show information in a time-series, but don’t allow for in-between readings or analysis by time of day, for example.
Many of our measuring devices have built-in memories which can store a number of readings, either for on-device analysis or transcription into a paper log. (Show on opaque projector, or pass along, Lumiscope cuff.) If you press “M” on the wrist blood pressure cuff, you can see an average, plus individual readings with time and date attached. 
There are also a number of computer programs, smartphone applications, and Web sites into which your information can be transcribed. Some of these are simple logs, others can do analysis. Most of the generally-available programs still require you to manually input the readings. Some – especially those designed to work with a particular medical device – do not.




Presenter
Presentation Notes
One of the goals of connected medical devices is to avoid having to manually log data. For devices that are used once or twice a day, this is a convenience. For devices that store or capture a constant stream of data, it’s a necessity


Connections and Protocols

» Wired

» Wireless network protocols
- 802.11
> Bluetooth
- Optical (laser, infrared, etc.)
» Other wireless protocols
- ANT+
> Proprietary
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Most connected devices available through drugstores and pharmacy benefits managers communicate with a Windows computer through a proprietary USB cable.

Specific multipart medical devices which connect through a master communications device or controller (including some insulin pumps, all continuous glucose monitors (CGMs), and telehealth systems such as the Phillips TeleStation system) are either purchased directly from the manufacturer or provisioned through a healthcare provider. 

Many exercise monitors also use a master-slave system. The devices connect to each other using the ANT+ protocol, and to remote analysis programs using cables or wireless transmission protocols.


Computers and Smartphones

» Proprietary connections

» Serial connector cables

» USB connector cables

» i0OS connector cables

» Audio connection

» Built-in USB connection

» Built-in Bluetooth connection
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Presentation Notes
Most one-piece connected medical devices, as well as the master/communications units for most multipart systems, connect to Windows-based computers by USB cables. While some of these cables look like standard USB cables, most of them are proprietary to the manufacturer’s devices. Customer support says this is to protect patient privacy as per HIPAA regulations; data hacks tell me that’s just the manufacturers trying to control our personal health data. 

Older devices and software may use DB9 serial cables, infrared, or audio upload; some of the latest use iOS connector cables. Some devices can connect to computers via Bluetooth or WiFi, or by using proprietary cables and controller cards. Wireless medical devices such such as implanted cardiac defibrillators and pacemakers, the Animas Ping and Insulet OmniPod insulin pumps, and all CGMs, are supposed to transmit information by secure, proprietary wireless communications to avoid signal interception and interpretation. (A paper at the recent Black Hat conference proved that the information can be viewed by someone skilled in hacking. The ability for an unauthorized transmitter to reprogram these devices has been speculated, but not yet proven.) The Bluetooth 4.0 protocol introduces a specific “Health Device Protocol” as well as the Low Energy Bluetooth hardware specifications that manufacturers will most likely use for those devices.


To the Internet (or the Doctor)

» Through the computer

> Direct upload

> Via e-mail
» Via telephony

> Using existing POTS or cellular lines

> Using M2M medical cellular connectivity
» Direct wireless connection

> Bluetooth
- ANT/ANT +

- Proprietary protocols
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Most connected devices will upload their information to either proprietary software – such as Bayer Glucofacts or Abbott Co-Pilot – or to a Web-based Personal Health Record (PHR), such as Microsoft Health Vault. Some of these programs will also allow a patient to transmit uploaded information to his healthcare provider. Some telehealth systems use a patient’s normal telephone line to transmit the readings to a Web-based clinical software system; others use the patient’s cell phone or a purpose-built cellular connection. The data is then reviewed by the healthcare provider and can be integrated into the provider’s Electronic Health Record (EHR) system.
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The pay-off in all this logging is analysis – using the data we’ve collected to improve our health


Logging and Management
Software

» Local programs
- Proprietary to device/manufacturer
- Open data systems (pre-alpha)
» Telehealth systems (HCP- or manufacturer-
owned/monitored)
o Multiuser/HCP versions of device-associated software
> Clinical software for healthcare providers
» Personal health records (PHRS)
- Microsoft Health Vault
» Electronic health records (EHRS)
- HCP/insurer-owned and operated



Presenter
Presentation Notes
Locally-installed analysis programs usually come packaged with a device’s connector-cable accessory or can be downloaded from the Web. Many of these programs can be installed for either single-user, family, or clinical use. Most of these require either the current or older versions of Microsoft Windows. A few devices have Mac support; fewer yet are supported under Linux. There are developers working on being able to import data from any of a class of devices; however, proprietary data formats and standards make this difficult, and when information is available, it is usually limited to the Windows platform.

Healthcare providers may also have access to more advanced clinical software, including pharmaceutical and dosing support calculators.

The government Health Information Technology (HIT) initiative mandates all healthcare providers store patient records electronically. Connected devices allow providers to maintain longitudinal records of trends regarding the course of a patient’s chronic illness.


Helpful Analysis

» Meaningful results
- Programs put readings in human perspective
- Multiple graphs and charts
- Results grouped by day, time of day, etc.
- Results help refine patient’s therapy

- Logged results provide evidence of effectiveness
» Telemedicine and Integrated Care

- Send results to healthcare providers for help

- Healthcare providers, caregivers can keep an eye on
distant patients/loved ones

- Patients become participants in their own health
outcomes
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(remember to show graphs on Co-Pilot, OneTouch, possibly OnTrack, Glooko?)
(need video camera to show live data on Android, iPod)



Connecting Patients with Providers

» Shut-ins
- Telemedicine allows patients to remain at home
during care
- The ability to share data helps allay fears of family
and friends

» Collaborative health
- Patients and providers share information to improve
outcomes
- Dose and therapy management
- Quantitative evidence of therapeutic outcomes
- Mining data from PHRs, EHRs, and engaged patients
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Item: changing insulin ratios, basals by collaboration over CGM or connected-glucometer and pump data
Item:  crowdsourced medical data (TuAnalyze, Society for Participatory Medicine, Quantified Self)
Item:  reduced time to correct diagnosis and therapy for LADA





Wishlist

>

More smartphone-connected and -managed
devices

More Bluetooth-connected devices
o Bluetooth

More multifunction devices
Improved device and connection security
- To stay ahead of malicious attacks

Data standards

> To analyze devices using one’s operating system and
software of choice

Integrated information analysis

- From multiple classes of device

- Aggregated data, data mining from groups of
consenting users
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Dexcom is collaborating with Tandem, Insulet, Animas, and other pump companies to integrate their CGM into new devices. Currently available are two separated functions on the same controller – Medtronic’s “Paradigm Revel” insulin pumps, Animas Vibe (not yet available in US)

The Bluetooth 4.0 protocol introduces a specific “Health Device Protocol” as well as the Low Energy Bluetooth hardware specifications that manufacturers will most likely use for those devices. There are a few Bluetooth 4.0 low-energy HDP devices in production or the FDA approval process for use in laparoscopic surgery or in medical offices. I’m not sure how or when this technology will trickle down to consumer devices.

While there are some multifunction medical devices already available for consumer use, their analysis programs – as well as Personal Health Records such as Microsoft Health Vault – still aren’t integrating information from two or more measurement types (e.g., blood pressure, blood glucose) in a single tabular or graphical display.



http://www.wavesense.info/overview�

On the Go

» Smartphone-connected and -managed devices

o - i0S attached glucometer
0 - i0S-based glucometer cable and software
o and iOS-attached blood pressure cuffs

and wireless scales
- glucometer with cellular data transmission and

o

» Bluetooth-connected devices
0 Glucometer with Bluetooth

» ANT

- Heart-rate monitors, cycling and running computers
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The iBGStar and Telcare glucometers have been approved by the FDA. Telcare is available to purchase now, iBGStar isn’t yet. In the third-party department, Glooko software and connector cable are available for iOS and are compatible with a number of popular name-brand glucometers.

The Wavesense Jazz is currently available without Bluetooth connectivity, as its connectivity has not yet been approved by the FDA

Body fat analyzing scales have been around for several years, as have been monitors that log both blood pressure and blood glucose. Several manufacturers of insulin pumps have entered into agreements with Dexcom – a manufacturer of continuous glucose monitors – to produce integrated devices. Those devices are still in development or awaiting FDA approval.

http://www.ibgstar.us/�
http://www.glooko.com/�
http://www.ihealth99.com/ihealth/bp3.html�
http://www.withings.com/en/bloodpressuremonitor�
http://telcare.com/�
http://itunes.apple.com/app/mytelcare-diabetes-pal-blood/id495245376?mt=8�
http://www.wavesense.info/overview�

Multifunction and Delivery Devices

» Body-fat weight scale

» Insulin pump + CGM

> e.g., Medtronic MiniMed “Paradigm Revel”, Animas
“Vibeﬂ

» Blood pressure cuff + glucometer
> e.g., Advocate “Duo’




Wireless Security Issues

» Insulin Pump Hacking

o Theory (BlackHat/DefCon 2011 conference)

(Original papers have been removed for security
and legal reasons)

- Case Study

- Article in The Register discussing presentation at
Hacker Halted conference

- Washington Post video on the same (2012 March 4)

» Implanted Cardiac Defibrillator Hacking
(Article discussing white paper)
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The ability to program insulin pumps remotely has been in the news lately:  a hacker with an RF detection wand and specialized software has demonstrated the ability to get a Medtronic pump to reveal its serial number and security code, disable all its alarms, and dump its entire reservoir of insulin – usually three days’ worth – into a person without him being aware of it. (This amount of insulin, delivered quickly, would likely be fatal.) This follows on a paper presented in 2008 showing the vulnerability of implanted pacemakers and defibrillators to malicious attack.

To date, the manufacturer of these devices is considering the likelihood of directed attacks upon their equipment to be so small that they have chosen to not address the issue.

http://www.google.com/hostednews/afp/article/ALeqM5gwRqlY55vJJbRmJujsKYzPVLMyTA?docId=CNG.c08d50927e48321e5e784e1f7b45cbbc.751�
http://www.foxnews.com/scitech/2011/08/04/insulin-pumps-vulnerable-to-hacking/�
http://www.theregister.co.uk/2011/10/27/fatal_insulin_pump_attack/�
http://www.washingtonpost.com/business/medtronic-insulin-pumps-vulnerable-says-hacker/2012/03/01/gIQAHHUSlR_video.html�
http://www.theregister.co.uk/2008/03/12/heart_monitor_hacking/�
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PHR and EHR Supported Devices

» Microsoft Health Vault:
http://www.microsoft.com/en-
us/healthvault/tools-
devices/directory.aspx?type=device&conditio
n=

» MedApp:
http://www.medapps.com/devices.html
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Blood Pressure Monitors

» Homedics http://www.homedics.com

» Withings http://www.withings.com

» Omron http://www.omronhealthcare.com
» iHealth http://www.ihealth99.com
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Insulin Pumps

» OmniPod htip://www.myomnipod.com/
» Minimed htip://www.minimed.com/products
» Animas nhttp://www.animas.com/

» Accu-Chek http://www.accu-
chekinsulinpumps.com/ipus/products/insulin

pumps/spirit.html

p—
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Glucometers

» Abbott Freestyle

» Bayer

» Lifescan OneTouch

» Roche Accu-Chek

» AgaMatrix Wavesense

» Home Diagnostics
(Manufacturer of many store-brand meters)

p—
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Protocols and Hardware

» Bluetooth 4.0

o http://www.bluetooth.com/Pages/Health-Wellness-
Market.aspx
- Bluetooth Health Device Profile
- White Papers
- http://www.ifoundrysys.com/downloads/6whitepapers/Desig
ning%20Bluetooth%20Medical%20Devices.pdf

- http://www.nickhunn.com/wp-
content/uploads/2009/05 /bluetooth-the-wireless-
ecosystem-for-health-fitness—and-assisted-living.pdf

> Bluetooth Low Energy
- Discussion
- Press Release

- Platform pitch



http://www.bluetooth.com/Pages/Health-Wellness-Market.aspx�
http://www.bluetooth.com/Pages/Health-Wellness-Market.aspx�
http://www.ifoundrysys.com/downloads/6whitepapers/Designing Bluetooth Medical Devices.pdf�
http://www.ifoundrysys.com/downloads/6whitepapers/Designing Bluetooth Medical Devices.pdf�
http://www.nickhunn.com/wp-content/uploads/2009/05/bluetooth-the-wireless-ecosystem-for-health-fitness-and-assisted-living.pdf�
http://www.nickhunn.com/wp-content/uploads/2009/05/bluetooth-the-wireless-ecosystem-for-health-fitness-and-assisted-living.pdf�
http://www.nickhunn.com/wp-content/uploads/2009/05/bluetooth-the-wireless-ecosystem-for-health-fitness-and-assisted-living.pdf�
http://mobihealthnews.com/2323/has-bluetooth-already-won-race-to-connect-medical-devices�
http://www.youtube.com/watch?feature=player_embedded&v=vDbAiq9tfBk�

Protocols and Hardware

» ANT
- Wikipedia entry
http://en.wikipedia.org/wiki/ANT_(network)
o ANT main site http://www.thisisant.com/

o ANT+ http://www.thisisant.com/ant/ant-
interoperability
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Other Devices

» Serial Port Adapter (for Operating Rooms)

o http://www.pdacortex.com/fda_approves_bluetoot
h_med _system.htm

» Wireless EKG
o http://www.voutube.com/watch?v=tEHhg1 zEBUI
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Crowdsourced Information

» TUAnalyze

Public Diabetes Analysis based on shared HbATc
readings

» Quantified Self
People taking control of their health via measurement

» Journal of Participatory Medicine

Peer-reviewed journal of information from
empowered patients

» e—Patients White Paper

A discussion of how educated, empowered, engaged
patients are improving medical outcomes



http://tuanalyze.org/�
http://quantifiedself.com/�
http://www.jopm.org/�
http://e-patients.net/e-Patients_White_Paper.pdf�

Regulatory Information

» HIPAA
» FDA Safety Submission Information

p—


http://www.hhs.gov/ocr/hipaa/�
http://www.fda.gov/AboutFDA/CentersOffices/CDRH/CDRHTransparency/ucm199907.htm�
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